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UPT Deployment Guide

Introduction

The User Provisioning Tool (UPT), part of the ole@mmon Security Module (CSM)
developed for NCICB, is a web application useddofigure an application’s
authorization data. (For more about CSM, refeh&dC3M Guide for Application
Developers, which can be downloaded framitp://ncicb.nci.nih.gov/core/CSMThe

UPT provides functionality to create authorizatdata elements like Roles, Protection
Elements, Users, etc., and also provides functityrial associate them with each other.
The runtime API can then use this authorizatiom datauthorize user actions.

This guide’s intended audience is all users ofURd, including Super Administrators
who may add applications and associated admiros,aand Administrators who will
perform provisioning for a particular applicatiomhis guide provides an overview of the
application, outlines a suggested workflow, andaxrg how to perform all UPT
operations.

Workflow

The UPT includes two modes — Super Admin and Adniine Super Admin operations
are typically performed first, as they register application and application
administrators. The primary mode operations, idicig authorization user provisioning,
occur next.

Super Admin

When first deploying the UPT for a particular apption, the developer registers the
application in the Super Admin mode. (For detad$er to theCSM Guide for
Application Developers. Deployment details can be found in Brevisioning subsection
of the Deployment Models section.)

Once the application is registered, the Super Adramadd users who will serve as
application administrators. The Super Admin cao akgister additional applications as
they become available. This document details teteges in th&uper AdminWorkflow
section.

Admin

The primary mode is for performing user provisianfor a particular application. The
Admin mode follows a simple workflow of creatingeglents, assigning them, and then
associating them. This document details theses stefmeAdmin Wor kflow section on
page 16.
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NCICB

Login
The Login page includes summary téithat’'s New, Did You Know, and most
importantly the Login section itselfogin ID, Password andApplication Name. For a
majority of UPT implementations, the NCICB LDAP ges as the authentication
mechanism. Therefore the user’s Login ID will he same as the user's NCICB user
name (in Figure 1 and Figure 2, user Eric CoperC$Q¥B user name isopene).
Similarly, the Password will equal the NCICB passivd he rules from the
authentication system are applied to the user reardgpassword.

If logging on as Super Admin, enter the Applicatdamecsmupt (see Figure 1). If
logging in as an Admin, enter the appropriate appilon name.Security is used in
Figure 2.

LOGIN TO U.P.T.

LOGIN ID |copene

PASSWORD sessess
APPLICATION

LOGIN TO U.P.T.

LOGIN ID |copene

PASSWORD sessssse
APPLICATION

csmupt NAME Ssecurity

Figure 1Login asa Super Admin Figure 2Login asan Admin

MAME

Common Basic Functions

Within the UPT, there are several common operatibasare repeated for most
elements. These operations incl@reate New SearchandUpdate, Delete and
Assign/Associate This section describes how these operationpenfermed, and
provides screen shots to aid with explanation.

Create New

When creating a new element follow the steps aetlinelow. The same basic steps can

be followed to create any element; in this exanapléser is created.

Step 1: On the element Home page sel€ctate a New..(Figure 3)

USER LINKS

Create a New User
Click to add a new user.

Select an Existing User
Enter search criteria to find the user yvou wish
to operate on.

Figure 3 New and Existing User options
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Step 2:Enter details (Figure 4):

* indicates a required field
ENTER THE NEW USER DETAILS

&

User Login Name | smith]

User First Name || John

User Last Name | | Smith

User Organization || MIH

Figure 4 Entering new user details

Step 3:SelectAdd to save the new element (in this case User) taat@base. This save
occurs immediatelyBack acts exactly like the back button in a browseetanning the
user to the home pag&esetclears the data from the entire form. Rememkbegrrib

data is saved until th&dd button is selected.

Step 4:Upon a successful save, the system dispfaigs Successfujust below the menu
and before the text. In addition, a new set ofdngtappears below the details table
(Figure 5).

[Back] [ Update ] [ Delete l

[ Associated Groups ] [ Associated PE & Privileges ] [ Associated PG & Roles ] [ Assign PG & Roles

l

Figure 5 A new set of buttons appear below the menu after you have successfully added a new user

Example Error Messages:

The User Interface performs basic data validafiweiuding field lengths and formats.
Figure 6 is an example of a message displayed wheser enters an improperly
formatted email address:

ERROR
User Email 1d is an invalid e-mail address.

Figure 6 Error message after entering incorrect email address
The system displays the message in Figure 7 (alas)nf a user tries to add an entry
(e.g.smithj) when it already exists in the system:

ERROR
An error occured in creating the User could not insert: [gov.nih.nci.security.authorization.domainobjects.User]

Figure 7 Error message after entering a user already in the system

Search for and Select Existing Elements

When searching for and selecting an element fottesteps outlined below. The same
basic steps can be followed for any element; is ¢éiiample, a Role is searched for and
selected.

Step 1:0n the element Home page sel8etect an Existing..(Figure 8).
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Create a Mew Role
Click to add a new role.

Select an Existing Role
Enter search criteria to find the role you wish
to operate on.

Figure 8 Selecting an existing Role

Step 2:Enter search criteria. Use the * character togueriwildcard searches (see
Figure 9). For example, searching for Role* resuRole_name_1, Role_name_2, or any
other role beginning with role. A search of *1umis anything ending with 1 —
Role_name_1, Role_name_101, Role_name_51 Sslect SearcHor results.Back
returns the user to the home pagesetclears the data.

ENTER THE ROLE SEARCH CRITERIA

Role Name |*‘| |

IBack] [ Search l [Reset]

Figure 9 Entering search criteria for Role

Step 3:The system returns a list of matching roles (FidLi¥

SEARCH RESULTS

Select Role Hame Role Description
Role_name_1 Role_Desc_1
(O |Role_name_  Desc_
(") | Role_name_101 Role_Desc_10
Role_name_51 Role_Desc &
O

Figure 10 Role search results

Step 4:Select the desired element, in this d@sée_name_1 by clicking on the radio
button in theSelectcolumn (Figure 11). You can select one elemeattahe to view.

{*) |Role_name_1 Role_Desc_1

Figure 11 Example of selecting an element with a radio button

Step 5:Click on theView Details button below the Search Results table:
The system then displays this element’s detaffge(the following sectiotjpdate.)

Example Error Messagesif the search criteria results in no matches, ffstesn
displays an error indicating there are no matchesdearch. Modify the search criteria
and repeat until the intended results appear.
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Update

When updating an element follow these steps. @heedasic steps can be followed for
any element; in this example, a Protection Elensenpdated.

Step 1:Reach the details screen. There are two waysatthrine details screen — either
create a new element (S€eeate New) or search for and select an existing element (See
Search for and Select Existing Elements). The details screen (Figures 12 and 13) displays
information such as name and description:

PROTECTION ELEMENT DETAILS

= Protection Element Hame || Test PE Name 1103743550261

Protection Element Description Test Desc

Figure 12 Protection element details

Step 2:Simply replace existing text, and selégdate.

PROTECTION ELEMENT DETAILS
Protection Element Hame || Test PE Mame1103749550261

This i=s my new text I want to -

Protection Element Description
update | w

Figure 13 Entering text for a Protection Element

Step 3:Upon a successful update, the system dispglpdate Successfujust below the
menu and before the text.

Example Error Messages:The User Interface performs basic data validafieiuding
field lengths and formats. The systems also cli@c#uplicates; it prevents changing the
element name to one that already exists. SeBExdreple Error Messages section on

page 7 for more detail.

Delete

When deleting an element, follow these steps. sSEme basic steps can be followed for
any element; in this example, a Group is deleted.

Step 1:Reach the Group Details screen. From the home p#tger create a new Group
(seeCreate New) or search for and select an existing Group Ssaech for and Select
Existing Elements). The element’s Details screen displays a buttortaining the text
Delete.

Step 2:Click on the button titledelete
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Step 3: A pop-up window askére you sure you want to delete the record?Click
Okay to confirm. ClickingCancelnegates the operation and returns the displayeto t
Details screen.

Step 4:Upon confirming the deletion, the system returog §o the Group home page
and displays in blue text the wordglete Successful

Assignments and Associations

The elements Role, Protection Group, and Grougiatply collections of other elements
— Privileges, Protection Elements, and Users rés@i¢.  Provisioning includes
assigning elements to elements or removing elenfiemitsan element (we call this
deassign). For example, assigning Users to Groups greaibyoves the ease by which
one can provision access rights. An Admin caraim$y assign a role and protection
group to an entire group of people instead of répgdéhe same assignment for each
individual.

Step 1:Navigate to the Association screen. From the ehtineme page, either create a
new element (se€reate New) or search for and select an existing element $saeh
for and Select Existing Elements). The element’s Details screen displays a button
containing the tex\ssociated Assign or something similar depending on the element

type.

Step 2:Assign or Deassign. With this Ul implementatioss@ciations can be
established or removed by simply selecting elemantgsmoving them from one box to
another. The box on the top lists the Availableps (unassigned) and the box below
lists the Groups assigned to the User — Group_Nasth Group_ProjectLead, and
Group_Research_A. Simply highlight a Group anda&éssignto move it to the
Assigned Groups box. Seldaeassignto move it back to the Available Groups box.

There are multiple ways to highlight the elemenithiw the box:

1. Select one by clicking on the user name.

2. Select multiple users by holding down control wisiédecting and/or deselecting.

3. Select multiple by holding down the shift buttonilelselecting the first and then last
of a collection.
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Az=ign or Deazzign multiple Groups for the zelected User. To remove the complete az=ociation Deazzign all the Groups.

AVAILABLE GROUPS

Group_Operations
Group_Patient
Group_Research_B
Group_Sales
Group_Southeast
Group_Tampa

Assign ] [ Deassign

ASSIGNED GROUPS

_Mortheast
Group_ProjectLead
Group_Research_A

[Back:] [ Update

Figure 14 Available and Assigned Groups lists

Step 3:Save the association by clickiipdate Association No association is saved
until this button is selected.

Super Admin Mode

Overview

The Super Admin Mode includes operations pertaitinigsers (Application
Administrators), Applications, and Privileges. Supdmins. may add, remove, or
modify Application details. They may also assigersso these Applications, modify
user details, and remove users. Lastly, they magifjmexisting CSM Standard
Privileges or create new application-specific peiges.

Workflow

The CSM team designed the UPT as a flexible toth wiflexible workflow. Any
operation can be completed quickly, however, at firmay be difficult to know where to
start. The following is a suggested workflow fetting started in the Super Admin
Mode:

1. Application — when first deploying the UPT for a particulapbgation, the
developer registers the application in Aplication section. (See the CSM Guide
for Application Developers for details.)
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2. Application — add and update Application details.

3. User— add and update users who will serve as Apptinadidministrators.

4. Application — assign users to applications.

5. Privilege — if necessary, add or edit CSM Standard Privileges
Navigation

Use the gray menu to navigate through the Superiddection. From the Home page,
the menu looks like this:

HOME | APPLICATION | USER @ PRIVILEGE : LOG OUT

Figure 15 Home Page menu options

The menu option with a blue background designdtestirrent location. Roll over the
other choices until they turn blue, and then ctizkavigate to that section. Theg Out
selection returns the user to the Login page.

Application

In the Application section, a Super Admin can addpplication to the UPT and add or
modify details. Here are the available operationgerform:

1. Create a New Application
a. Go the Application home page.
b. SelectCreate a New Application
c. Enter data into the Application Details form.
1. Application Name — uniquely identifies the Application, requiredld.
2. Application Description — a brief summary describing the Application.
3. Declarative Flag— indicates whether application uses Declarative
security.
4.  Application Active Flag — indicates if the Application is currently
active.
d. SelectAdd button.

2. Select an Existing Application and Update
a. Go to the Application home page.
b. Click onSelect an Existing Application
c. Enter data into the Application Search Criteriaxfor
1. Application Name — uniquely identifies the Application.
d. Click on the radio button corresponding with theended Application name.
e. SelectView Details.
f. Enter data into the Application Details form.
1. Application Name — uniquely identifies the Application, requiredld.
2. Application Description — a brief summary describing the Application.
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3. Declarative Flag— indicates whether application uses Declarative
security.
4. Application Active Flag — indicates if the Application is currently
active.
g. SelectUpdate button.

3. Delete an Existing Application
a. Reach the Application Details form by either cnegta newApplication or
Selecting an Existing Application
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

4. Application and Admin Association

a. Reach the Application Details form by either cnegta new Application or
Selecting an Existing Application.

b. SelectAssociated Admins

c. Determine which of the available users should Iseggagsd to the Application.
1. Select these users by highlighting them (8ssegnments and

Associations for details).

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association No association is
saved until this button is selected.

User
In this section Users can be assigned as UPT astnatars for their particular
application(s). They will have the right to created modify Roles, Groups, etc. In this
section you may create new Users or modify exitisgr details. Here are the available
operations:

1. Create a New User
a. Go to the User home page.
b. SelectCreate a New User.
c. Enter data into the User Details form.
* Name- uniquely identifies the User, required field.
* First Name andLast Name— attributes that help identify the User.
» Organization — Organization for which the User works. An exéarip
the National Cancer Institute (NCI).
* Department — Department for which the User works. An examgle
caArray.
» Title — Title for User.
* Phone Number- provides contact information, typically the dire
business phone number for the User. The phone ewhed accepts the
following formats: 0123456789, 012-345-6789, (0453789, (012)345-
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6789, (012)-345-6789

* Email Id — provides the email contact details for the Usem.email ID
must contain an asterisk.

» Password- an optional field used if the schema used fathArtization
will also be used for Authentication.

» User Start DateandUser End Date— determine the period for which the
User is a valid User.

d. SelectAdd button.

2. Select an Existing User and Update
a. Go to the User home page.
b. Click Select an Existing User
c. Enter data into the User Search Criteria form.
* User Name— uniquely identifies the User.
d. Click on the radio button corresponding with theeimded User name.

SelectView Details.

Enter data into the User Details form.

* Name- uniquely identifies the User, required field.

* First Name andLast Name- attributes that help identify the User.

* Organization — Organization for which the User works. An ex#arp
the National Cancer Institute (NCI).

* Department — Department for which the User works. An exaniple
caArray.

» Title — Title for User.

* Phone Number- provides contact information, typically the dire
business phone number for the User. The phone ewfieid accepts the
following formats: 0123456789, 012-345-6789, (0453789, (012)345-
6789, (012)-345-6789

* Email Id — provides the email contact details for the Usem.email ID
must contain an asterisk.

» Password- an optional field used if the schema used fathArization
will also be used for Authentication.

» User Start DateandUser End Date— determine the period for which the
User is a valid User.

g. SelectUpdate button.

Pl ¢))

3. Delete an Existing User
a. Reach the User Details form by either creatingva deer or Selecting an
Existing User.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.
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Privilege
A Privilege refers to any operation performed ugata. Assigning privileges helps
control access to important components of an agjodic (Protection Elements).

The UPT installs with CSM Standard Privileges thiate agreed upon by the Security
Working Group. If necessary in this section you maegate new application-specific
Privileges or modify existing Privilege details.etd are the available operations:

1. Create a New Privilege
a. Go to the Privilege home page.
b. SelectCreate a New Privilege
c. Enter data into the Privilege Details form.
* Name- uniquely identifies the Privilege, required diel
» Description — a brief summary describing the Privilege.
d. SelectAdd button.

2. Select an Existing Privilege and Update details

Go to the Privilege home page.

Click Select an Existing Privilege

Enter data into the Privilege Search Criteria foigearcHrivilege name.
Click on the radio button corresponding with theendedPrivilege name.
SelectView Details.

Enter data into the Privilege Details form.

* Name- uniquely identifies the Privilege, required diel

» Description — a brief summary describing the Privilege.

g. SelectUpdate button.

~PoooTw

3. Delete an Existing Privilege
a. Reach the Privilege Details form by either creatingew Privilege or Selecting
an Existing Privilege.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.
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Admin Mode

Overview

The Admin Mode of the UPT is divided into six magactionsGroups, Privileges,
Protection Groups, Roles, andUsers. In these sections an Admin can perform basic
functions such as modify, delete, or create, andagea associations between the objects.
For example, you may assign Privileges to a RBigure 16 helps to illustrate how all
objects (also referred to as elements) are relatdte Authorization schema. Table 1
follows with definitions of each category of autization.

e ™ AT
| — Groups |
" A
' ™ | |
Users
. A | |
| | Final
[ 7 ( = o
Protection . Pratection . Association
Elements | Groups |
o " _J
i Ty | T ™ |
Privileges Roles
e ~ | L . | \ 4
1. Create 2. Assign 3. Associate

Figure 16 Relationships between objects in the Authorization Schema

Definitions for Authorization Status

User A User is someone who requires access to yourcgin. Users can
become part of a Group, and can have an asso&ab¢eiction Group
and Roles.

Protection Element A Protection Element is any entity (typically datiagt has controlled

access. Examples inclu@ecial Security Numbe, City, andSalary.

Privilege A Privilege refers to any operation penfied upon data. CSM
makes use of a standard set of privileges. THiweip standardize
authorization to comply with JAAS and AuthorizatiBolicy and
allow for adoption of technology such as SAML ie fiuture.
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Definitions for Authorization Status

Group

A Group is a collection of application users. Bymmning users into
a Group, it becomes easier to manage their collectiles and access
rights in your application.

Protection Group

A Protection Group is a collection of applicatiomtction Elements.
By combining Protection Elements into a ProtectBroup, it
becomes easier to associate Users and Groupsightk to a
particular data set. Examples include Address anddpal
Information.

Role

A Role is a collection of application Privilegesa@mples include
Record Admin and EmployeeModify.

Final Association

The final association is the correlation betwed&rsar and his Roles
for a particular Protection Group.

Each User (and Group) assumes Roles (rights) Ryoeection Group (protected entities). For
example, User John has a Role EmployeeModify fcglaments in the Address Protection
Group. Assign PGs and Roles from theeror Groupsections of the UPT.

Table 1 Categories of authorization status

Workflow

The CSM team designed the UPT as a flexible toth wiflexible workflow. Any
operation can be completed quickly, however, at firmay be difficult to know where to
start. The general concept of the workflow is teate the base elements first and then

create the groupings and associations. Here isutygested workflow for getting started
in the Admin Mode:

1. Create base objects — Users and Protection Eler{@std Standard Privileges are

provided).

2. Create collections of these objects (in any order):

a. Groups

i. Create Groups.
ii. Assign Users to Groups.
b. Protection Groups
i. Create Protection Groups.
ii. Assign Protection Elements to Protection Groups.

c. Roles

i. Create Roles.
ii. Assign Privileges to Roles.
3. Associate rights with Users and Groups (in any Qrde
i. Assign a Protection Group and Roles to Users.
ii. Assign a Protection Group and Roles to Groups.
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Navigation

Use the gray menu to navigate through the Admiti@ec From the Home page, the
menu looks like this:

HOME | USER | PROTECTION ELEMENT : PRIVILEGE ;| GROUP | PROTECTION GROUP | ROLE : LOGOUT :

Figure 17 Menu options in the Admin section of the home page

The menu option with a blue background designdtestirrent location. Roll over the
other choices until they turn blue, and then ctizkavigate to that section. Theg Out
selection returns the user to the Login page.

User

A User is simply someone that requires access @pphcation. In this section create
new Users, modify existing User details, and asdea@r disassociate Users with a
Protection Group and Roles. The available opamnatare:

1. Create a New User
a. Go to the User home page.
b. Select Create a New User.
c. Enter data into the User Details form.

* Name- uniquely identifies the User, required field.

» First Name andLast Name— attributes that help identify the User.

* Organization — Organization for which the User works. An exéarip the
National Cancer Institute (NCI).

* Department — Department for which the User works. An examgle
caArray.

» Title — Title for User.

* Phone Number— provides contact information, typically the dirbusiness
phone number for the User. The phone number &etepts the following
formats: 0123456789, 012-345-6789, (012)345678)@15-6789, (012)-
345-6789

» Email Id — provides the email contact details for the Usem.email ID must
contain an asterisk.

» Password- an optional field used if the schema used fahAtzation will
also be used for Authentication.

» User Start DateandUser End Date— determine the period for which the
User is a valid User.

d. SelectAdd button.

2. Select an Existing User and Update details
a. Go to the User home page.
b. Click onSelect an Existing User
c. Enter data into the User Search Criteria form.r&ehy any combination of the
below:
* Name- uniquely identifies the User, required field.
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* First Name andLast Name— attributes that help identify the User.

» Organization — Organization for which the User works. An exdarip the
National Cancer Institute (NCI).

* Department — Department for which the User works. An examgle
caArray.

* Email Id — provides the email contact details for the Usem.email ID must
contain an asterisk.

d. Click on the radio button corresponding with theemmdedUser name

e. SelectView Details.

Enter data into the User Details form.

* Name- uniquely identifies the User, required field.

» First Name andLast Name— attributes that help identify the User.

» Organization — Organization for which the User works. An exéarip the
National Cancer Institute (NCI).

* Department — Department for which the User works. An examgle
caArray.

* Title — Title for User.

* Phone Number- provides contact information, typically the diréusiness
phone number for the User. The phone number &etepts the following
formats: 0123456789, 012-345-6789, (012)345678)@5-6789, (012)-
345-6789

» Email Id — provides the email contact details for the Usem.email ID must
contain an asterisk.

» Password- an optional field used if the schema used fahAtzation will
alsobe used for Authentication.

» User Start DateandUser End Date— determine the period for which the
User is a valid User.

g. SelectUpdate button.

.

The User Details page displays the three buttosalied in figure 18 below. The
numbers above these buttons correspond to thetapershat follow:

[ Associated Groups ] [ Associated PE & Privileges ] [ Associated PG & Roles ] [ Assign PG & Roles

Figure 18 User Details Page button options

3. Assign a User to a Group or Groups ©

a. Reach the User Details form by either creatingwa beer or Selecting an
Existing User.

b. SelectAssociated Groups

c. Determine which of the available Groups to which thser should be assigned.
Select these Groups by highlighting them (8ssignments and Associatiofty
details).

d. Click on theAssignandDeassignbuttons until the proper association is
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displayed.
e. Save the association by clicking Opdate Association NOTE: No association
issaved until this button is selected.

4. View User Report @
This feature is new to the 3.0.1 release in regptma requirement formed by the
caCORE team. This reporting functionality showssar’s privileges for all of his
protection elements.
a. Reach the User Details form by either creatingva bdeer or Selecting an

Existing User.

b. SelectAssociated PE & Privileges.
c. View user’s privileges for each protection element.

5. Update Roles associated with the assigned Protection Groups ©
a. Reach the User Details form by either creatingwa deer or Selecting an
Existing User.
b. SelectAssociated PG & Roles.The system displays a list of all associated
Protection Groups and their Roles.

c. Select the radio button that corresponds with itenided Protection Group.

d. Determine which Roles you would like to assignhe User.

e. Select the Role by highlighting the name (8ssignments and Associatiofor
details).

f. Click on theAssignandDeassignbuttons until the proper association is
displayed.

g. Save the association by clicking Opdate Association NOTE: No association
issaved until this button is selected.

6. Assign a Protection Group and Roles to a User @

a. Reach the User Details form by either creatingva deer or Selecting an
Existing User.

b. SelectAssign PG & Roles

c. Determine which Protection Group and Roles you wdilk to assign to the
User.
1. Select the Protection Group by highlighting the ea®eeAssignments and

Associationdor details).

2. Select the Roles by highlighting them.

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.
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7. Delete an Existing User
a. Reach the User Details form by either creatingva beer or Selecting an
Existing User.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

Protection Element

A Protection Element is any entity (typically datiagt is subject to controlled access.
CSM allows for a broad definition of Protection Elent. Nearly everything in an
application can be protected — data, table, buttmlesiu items, etc. By identifying
individual Protection Elements, it becomes easierantrol access to important data. In
this section you may create new Protection Elemenitsodify existing Protection
Element details. Here are the available operations

1. Create a New Protection Element
a. Go to the Protection Element home page.
b. SelectCreate a New Protection Element
c. Enter data into the Protection Element Details form
* Name- uniquely identifies the Protection Element, rieglifield.
* Object Id — a string that the Application team assigns &Rhotection
Element
» Attribute Name — helps to further identify the Protection Element
» Description — a brief summary describing the Protection Elemen
» Update Date— indicates the date when the Protection ElemBwitails were
last updated
d. SelectAdd button.

2. Select an Existing Protection Element and Update details
a. Go to the Protection Element home page.
b. Click Select an Existing Protection Element
c. Enter data into the Protection Element Search fiferm. Search by any
combination of the fields below:
* Name- uniquely identifies the Protection Element.
* Object Id — a string that the Application team assigns &Rhotection
Element
» Attribute Name — helps to further identify the Protection Element
d. Click the radio button corresponding with the irted Protection Element name.
SelectView Details.
Enter data into the Protection Element Details form
* Name- uniquely identifies the Protection Element.
* Object Id — a string that the Application team assigns &Rhotection
Element
» Attribute Name — helps to further identify the Protection Element
g. SelectUpdate button.

& Ekagra

High Impact — High Value - Business Results

P ¢))

Prepared for NCICB by Ekagra, 2005 Page 20 of 26




ég User Provisioning Tool (UPT) User Guide Version: 1.4
= NCICB Common Security Module Date: July 8, 2005

3. Delete an Existing Protection Element
a. Reach the Protection Element Details form by eitineating a new Protection
Element or Selecting an Existing Protection Element
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.

4. Assign a Protection Element to a Protection Group or Protection Groups

a. Reach the Protection Element Details form by eitineating a new Protection
Element or Selecting an Existing Protection Element

b. SelectAssociated PGs.

c. Determine which of the available Protection Grotgwhich the Protection
Element should be assigned.
1. Select these Protection Groups by highlighting tlieeAssignments and

Associations for details).

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
is saveduntil this button is selected.

Privilege
A Privilege refers to any operation performed ugata. Assigning privileges helps
control access to important components of an agjpdic (Protection Elements). CSM
provides a standard set of privileges that popwatematically when creating the
authorization schema. These privileges includddhewing:

Standard Privileges

Within CSM, users may possess one or more of th@afimg privileges for a particular
protection element:

Privilege Name | Privilege Definition

CREATE A user can create a piece of data

ACCESS A user can access a server, module, link, et
READ A user can read a file, data, read from a URL
WRITE A user can write to a file system

UPDATE A user can update a data

DELETE A user can delete a record or a file
EXECUTE A user can execute a method of a class
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Standard Negative Privileges

A negative privilege specifies that a user does Mi@ve the right to perform a particular
operation. Standard negative privileges may bgasd in the same manner as standard
privileges, and may be used in combination withmthéNegative privileges can be very
useful when there is a large set of protection el@s1 For example, if a user requires
READ privileges on eighteen protection elementsafutventy, it is easier to assign the
READ_DENIED negative privilege to the two elemerather than assign READ to the

eighteen.

Privilege Name

Privilege Definition

ACCESS_DENIED

A user cannot access a particulaures

UPDATE_DENIED

A user cannot update protected attributes of afgobbThis
privilege is used in the secureUpdate method of the
Authorization API to make sure that users canndiatg the
attributes on which they do not have permissiorafgiven
object. This privilege should be used at the aitgbevel for
the secureUpdate method to work.

READ_DENIED

A user cannot read an object, a resmorgarticular protected
attributes of any object. This privilege is usedha
secureObject method of the Authorization API to maldre
that users cannot view the attributes on which tdeeypot have
read permission for a given object. This privilspeuld be
used at attribute level for the secureObject metbomork.

Standard Privileges are provided so there are nb Cieate, Delete, or Update functions.

However, you can search for and view existing peges. Assign privileges to roles
under the Role section.

1. Select an Existing Privilege

~oooow

Go to the Privilege home page.

Click Select an Existing Privilege

Enter data into the Privilege Search Criteria folfgearcHrivilege name.
Click on the radio button corresponding with theemdedPrivilege name.
SelectView Details.

View data in the Privilege Details form.

* Name- uniquely identifies the Privilege, required diel
* Description — a brief summary describing the Privilege.
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Protection Group

A Protection Group is a collection of applicatiorofection Elements. By combining
Protection Elements into a Protection Group, itdnees easier to associate Users and
Groups with rights to a particular data set. s #ection you may create new Protection
Groups, modify existing Protection Group detailssign Protection Elements, and assign
a parent for a Protection Group.

The Protection Group is the only element that carera Parent. Using Parents is a way
to group Protection Groups within Protection Grouphis makes organizing users and
their authorization rights easier.

Here are the available Protection Group operations:

1. Create a New Protection Group
a. Go to the Protection Group home page.
b. SelectCreate a New Protection Group
c. Enter data into the Protection Group Details form.
* Name- uniquely identifies the Protection Group, regdifield.
* Description — a brief summary describing the Protection Group.
» Large Count Flag— used to indicate if the Protection Group haargd
number of associated Protection Elements.
» Update Date— indicates the date when this Protection GroD@tails were
last updated
d. SelectAdd button.

2. Select an Existing Protection Group and Update details
a. Go to the Protection Group home page.
b. Click Select an Existing Protection Group
c. Enter data into the Protection Group Search Caitlenim. Search blprotection
Group name.
d. Click on the radio button corresponding with theeimdedProtection Group
name.
e. SelectView Details.
Enter data into the Protection Group Details form.
* Name- uniquely identifies the Protection Group, reqdifield.
* Description — a brief summary describing the Protection Group.
» Large Count Flag— used to indicate if the Protection Group haargd
number of associated Protection Elements.
» Update Date- indicates the date when this Protection GroD@tils were
last updated
g. SelectUpdate button.

.

3. Delete an Existing Protection Group
a. Reach the Protection Group Details form by eitlieating a new Protection
Group or Selecting an Existing Protection Group.
b. SelectDelete
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c. Inthe pop-up window, clickbkay to confirm intent to delete.

4. Assign Protection Elements to the Protection Group

a. Reach the Protection Group Details form by eitlieattng a new Protection
Group or Selecting an Existing Protection Group.

b. SelectAssociated PEs

c. Determine which of the available Protection Elersestitould be assigned to the
Protection Group.
1. Select thes@rotection Groups by highlighting them (Se&ssignments and

Associationdor details).

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
issaved until this button is selected.

5. Assign a Parent for the Protection Group

a. Reach the Protection Group Details form by eitlieating a new Protection
Group or Selecting an Existing Protection Group.

b. SelectAssociated Parent PG

c. Determine which available Protection Group showdlbsignated as the
Protection Group Parent.
1. Select theParent by highlighting the name. Only one parent may be

assigned.

d. Click on theAssignandDeassignbuttons until the proper association is
displayed.

e. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

Role

A Role is a collection of Privileges. By combiniRgivileges into a Role, it becomes
easier to associate Users and Groups with righasparticular data set. In this section
you may create new Roles, modify existing Role itletand assign or deassign
Privileges to the Role. Here are the availablaapes:

1. Create a New Role

a. Go to the Role home page.

b. SelectCreate a New Role

c. Enter data into the Role Details form.
* Name- uniquely identifies the Role, required field.
» Description — a brief summary describing the Role.
» Active Flag — indicates if the Role is currentlyiae.

d. SelectAdd button.

2. Select an Existing Role and Update details
a. Go to the Role home page.
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Click Select an Existing Role

Enter data into the Role Search Criteria form. r&ely Role name.
Click the radio button corresponding with the irted Role name.
SelectView Details.

Enter data into the Role Details form.

* Name- uniquely identifies the Role, required field.

» Description — a brief summary describing the Role.

» Active Flag— indicates if the Role is currently active.

g. SelectUpdate button.

~Po0CT

3. Delete an Existing Role
a. Reach the Role Details form by either creatingwa Rele or Selecting an
Existing Role.
b. SelectDelete
c. Inthe pop-up window, cliclokay to confirm intent to delete.

4. Assign Privileges to the Role
a. Reach the Role Details form by either creatingwa Rele or Selecting an
Existing Role.
b. SelectAssociated Privileges
c. Determine which of the available Privileges shduddassigned to the Role.

1. Select thes®olesby highlighting them (Se&ssignments and Associations
for details). Click on thé&ssignandDeassignbuttons until the proper
association is displayed.

d. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

Group

A Group is a collection of application users. Byntmning users into a Group, it
becomes easier to manage their collective rolesaaoéss rights in your application.
Simply select an existing group, and associateraRm@tection Group and Roles. Upon
doing so, everyone in that particular Group hasstimee rights.

Under the User portion of UPT you may assign usefsroups. In this section you may
create new Groups, modify existing Group detaitsl associate or disassociate Groups'
Protection Groups and Roles. Here are the avaitgi@eations:

1. Create a New Group
a. Go to the Group home page.
b. SelectCreate a New Group
c. Enter data into the Group Details form.
* Name- uniquely identifies the Group, required field.
» Description — a brief summary describing the Group.
d. SelectAdd button.
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2. Select an Existing Group and Update details
a. Go to the Group home page.
b. Click onSelect an Existing Group
c. Enter data into the Group Search Criteria formar&8e by Group name.
d. Click on the radio button corresponding with theeimded Group name.
e. SelectView Detalls.
f. Enter data into the Group Details form.
* Name- uniquely identifies the Group, required field.
» Description — a brief summary describing the Group.
g. SelectUpdate button.

The Group Details page displays the two buttonglay®d inFigure 19. The numbers
above these buttons correspond to the operatiamsaiow:

[ Associated PE & Privileges ] [ Associated PG & Roles ] [ Assign PG & Roles

Figure 19

3. View Group Report ©
This feature is new to the 3.0.1 release in regptma requirement formed by the
caCORE team. This reporting functionality showg@up’s privileges for all of its
protection elements.
a. Reach the Group Details form by either creatingwa biser or Selecting an

Existing Group.

b. SelectAssociated PE & Privileges
c. View group’s privileges for each protection element

4. Assign a Protection Group and Roles to a Group @

d. Reach the Group Details form by either creatingwa GBroup or Selecting an
Existing Group.

e. SelectAssign PG & Roles

f. Determine which Protection Group and Roles you wdilgk to assign to the
Group.
1. Select theéProtection Group by highlighting the name (Séessignments and

Associationdor details).

2. Select the Roles by highlighting them.

g. Click on theAssignandDeassignbuttons until the proper association is
displayed.

h. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

5. Update Roles associated with the assigned Protection Groups ©
a. Reach the Group Details form by either creatinga Group or Selecting an
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Existing Group.

SelectAssociated PG & Roles

The system displays a list of all associated Ptatecroups and their Roles.

Select the radio button that corresponds with nkenided Protection Group.

Determine which Roles you would like to assignhe Group.

1. Select theRole by highlighting the name (Séessignments and Associations
for details).

f. Click on theAssignandDeassignbuttons until the proper association is
displayed.

g. Save the association by clicking Opdate Association NOTE: No association
is saved until this button is selected.

cooo

6. Delete an Existing Group
a. Reach the Group Details form by either creatingwa GBroup or Selecting an
Existing Group.
b. SelectDelete
c. Inthe pop-up window, clickbkay to confirm intent to delete.
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